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	ACE DigiTechSM
Digital Technology & Professional Liability Insurance Program

Supplemental Application


Supplemental Application

Privacy and Information Management

INSTRUCTIONS
Completion of this application may require input from your organization’s risk management, information technology, or privacy departments. Additional space may be needed to provide complete answers.
· Please type or print answers clearly.

· Answer ALL questions completely, leaving no blanks.  If any questions, or part thereof, do not apply, print “N/A” in the space.

· Provide any supporting information on a separate sheet using your letterhead and reference the applicable question number.

· Check Yes or No answers

· This form must be completed, dated and signed by an authorized officer of your company.
Underwriters will rely on all statements made in this application.
Please submit a copy of the privacy policy currently in use.

1.  Applicant Information

	Applicant Name:
	     

	Business Address:


	     
     
     


2.  Loss Information
If the answer is yes to any of these questions please attach explanations.  With respect to claims or litigation, include any pending or prior incident, event or litigation, providing full details of all relevant facts.
	1.
	Has the company ever sustained a significant systems intrusion, tampering, virus or malicious code attack, loss of data, hacking incident, data theft or similar?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	2.
	During the last three years, has anyone alleged that their personal information was compromised, or have you notified customers that their information was or may have been compromised, as a result of your activities?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No


3.  Data Maintained on Your Network

	1.
	Does your website, system or network request and capture third party information?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	
	If yes, please check all that apply:
	

	
	 FORMCHECKBOX 

	customer/subscriber names and addresses
	

	
	 FORMCHECKBOX 

	credit or debit card numbers
	

	
	 FORMCHECKBOX 

	social security numbers
	

	
	 FORMCHECKBOX 

	credit history and ratings
	

	
	 FORMCHECKBOX 

	medical records or personal health information
	

	
	 FORMCHECKBOX 

	intellectual property of others
	

	
	 FORMCHECKBOX 

	bank records, investment data or financial transactions

	

	2.
	Does your organization sell or share individual subscriber or user identifiable information with other internal or external entities?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	
	If yes, please describe:
     
	


4. Records and Information Management
	1.
	Has your senior executive or Board of Directors vested enterprise-wide responsibility for records and information management compliance?

If so, is this a dedicated management position?
If so, is this position currently filled by an experienced records/compliance officer?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	2.
	Does a Board-approved, enterprise-wide policy covering records and information management compliance exist within your organization?

If so, does it include enforceable provisions for non-compliance by employees, contractors, and third-party providers/partners?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	3.
	Does your information asset classification program include a data classification standard (e.g., public, internal-use only, confidential)?

If so, does this standard also include mandated requirements for heightened protections (e.g., encryption, access control, data handling, retention and eventual destruction) that accompany each classification level?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	4.
	Does your organization have a current information asset inventory that is populated with all mission-critical sources of data and their named owners?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	5.
	Have you identified all relevant regulatory and industry-supported compliance frameworks that are applicable to your organization (e.g., GLBA, HIPAA, VISA PCI)?

If so, has your organization successfully completed at least one annual cycle of compliance audits/certifications for each framework during the past two years?
	 FORMCHECKBOX 
 Yes     FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	6.
	Have you ensured that all sensitive business/consumer information that is transmitted within your organization or to/from other public networks has been encrypted using industry-grade mechanisms?

	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	7.
	Have you also ensured that all sensitive business/consumer information that resides within your organization’s systems has been encrypted while “at-rest” within databases or other electronic data files?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	8.
	Have you ensured that all sensitive business/consumer information that is physically transmitted – via tape or any other medium – between your organization’s facilities and those of your business partners/service providers has been encrypted? 
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	9.
	For computer equipment that leaves your physical facilities (e.g., mobile laptops, PDAs, BlackBerrys, and home-based desktops), have you implemented strong access control requirements and hard drive encryption to prevent unauthorized exposure of company data in the event these devices are stolen, lost or otherwise unaccounted for?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	10.
	Does your organization follow established procedures for carrying out and confirming the destruction of data residing on systems or devices prior to their recycling, refurbishing, resale, or physical disposal? 
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	11.
	Does your security awareness program include mandatory classes with measured testing (either through computer-based training or in-person participation) for all employees that may be expected to access, handle or process sensitive customer data as part of their assigned job responsibilities? 
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	12.
	Has your organization implemented enterprise-wide software applications that manage digital rights management, including tracking of all “read” and “write” accesses to sensitive data in accordance with established access control standards and policies?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	13.
	Does your organization follow established procedures for both “friendly” and “adverse” employee departures that include an inventoried recovery of all information assets, user accounts, and systems previously assigned to each individual during their full period of employment?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	14.
	Does your organization employ an experienced chief privacy officer who has enterprise-wide responsibility for meeting the obligations under all of the jurisdictional privacy and data protection laws that apply to the organization?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	15.
	Has your organization – in response to California’s SB 1386 and other similar laws - established a proactive procedure for determining the severity of a potential data security breaches and providing prompt notification to all individuals who may be adversely affected by such exposures?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	16.
	Has your organization implemented highly visible and effective procedures for honoring the specific marketing “opt-out” requests of your customers that are fully consistent with the terms of your currently published privacy policy? 
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	17.
	Does your organization conduct regular “due diligence” reviews of your third-party service providers and partners to ensure that they adhere to your contractual requirements for the protection of sensitive business/customer data that you entrust to their care for processing, handling, and marketing purposes?
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	18.
	Have you configured your organization’s Internet-facing Web sites and related systems so that no sensitive customer data resides directly on these systems, and also so that access to such data is only achieved through properly authorized requests to internal databases/systems that are otherwise fully protected against Internet access? 
	 FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No


5. Fraud Notices
NOTICE TO ALL APPLICANTS: Any person who knowingly, or knowingly assists another, files an application for insurance or claim containing any false, incomplete or misleading information for the purpose of defrauding or attempting to defraud an Insurance Company may be guilty of a crime and may be subject to criminal and civil penalties and loss of insurance benefits.

NOTICE TO ARKANSAS APPLICANTS: Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit, or knowingly presents false information in an application for insurance is guilty of a crime and may be subject to fines and confinement in prison.

NOTICE TO CALIFORNIA APPLICANTS: Any person who knowingly presents a false or fraudulent claim for the payment of a loss is guilty of a crime and may be subject to fines and confinement in state prison.

NOTICE TO COLORADO APPLICANTS: It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an Insurance Company for the purpose of defrauding or attempting to defraud the Company. Penalties may include imprisonment, fines, denial of insurance, and civil damages. Any Insurance Company or agent of an Insurance Company who knowingly provides false, incomplete, or misleading facts or information to a policyholder or claimant for the purpose of defrauding or attempting to defraud the policyholder or claimant with regard to a settlement or award payable from insurance proceeds shall be reported to the Colorado Division of Insurance within the Department of Regulatory Agencies.
NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: Warning, it is a crime to provide false or misleading information to an insurer for the purpose of defrauding the insurer or any other person. Penalties include imprisonment and/or fines. In addition, an insurer may deny insurance benefits if false information materially related to a claim was provided by the applicant.

NOTICE TO FLORIDA APPLICANTS: Any person who knowingly and with intent to injure, defraud, or deceive any insurer files a statement of claim or an application containing any false, incomplete or misleading information is guilty of a felony in the third degree.

NOTICE TO IDAHO APPLICANTS: Any person who knowingly and with intent to injure, defraud, or deceive any Insurance Company, files a statement of claim containing any false, incomplete or misleading information is guilty of a felony.

NOTICE TO INDIANA APPLICANTS: Any person who knowingly and with the intent to defraud an insurer files a statement of claim containing any false, incomplete or misleading information commits a felony.

NOTICE TO KENTUCKY APPLICANTS: Any person who knowingly and with the intent to defraud any Insurance Company or other person files an application for insurance containing any materially false information, or conceals for the purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime.

NOTICE TO MAINE APPLICANTS: It is a crime to provide false, incomplete or misleading information to an Insurance Company for the purpose of defrauding the Company. Penalties may include imprisonment, fines or a denial of insurance benefits.

NOTICE TO MICHIGAN APPLICANTS: Any person who knowingly and with intent to injure or defraud any insurer submits a claim containing any false, incomplete or misleading information shall upon conviction, be subject to imprisonment for up to one year for a misdemeanor conviction or up to ten years for a felony conviction and payment of a fine of up to $5,000.

NOTICE TO MINNESOTA APPLICANTS: A person who files a claim with intent to defraud or helps commit a fraud against an insurer is guilty of a crime.
NOTICE TO NEVADA APPLICANTS: Pursuant to NRS 686A.291, any person who knowingly and willfully files a statement of claim that contains any false, incomplete or misleading information concerning a material fact is guilty of a felony.

NOTICE TO NEW HAMPSHIRE APPLICANTS: Any person who, with purpose to injure, defraud or deceive any Insurance Company, files a statement of claim containing any false, incomplete or misleading information is subject to prosecution and punishment for insurance fraud, as provided in RSA 638:20.

NOTICE TO NEW JERSEY APPLICANTS: Any person who includes any false or misleading information on an application for an insurance policy is subject to criminal and civil penalties.

NOTICE TO LOUISIANA AND NEW MEXICO APPLICANTS: Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly presents false information in an application for insurance is guilty of a crime and may be subject to civil fines and criminal penalties.

NOTICE TO NEW YORK APPLICANTS: Any person who knowingly and with intent to defraud any Insurance Company or other person files an application for insurance or statement of claims containing any materially false information, or conceals for the purpose of misleading information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime, and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the claim for each such violation.

NOTICE TO OHIO APPLICANTS: Any person who, with intent to defraud or knowing that he is facilitating a fraud against an insurer, submits an application or files a claim containing a false or deceptive statement is guilty of insurance fraud.

NOTICE TO OKLAHOMA APPLICANTS: Warning: Any person who knowingly and with intent to injure, defraud, or deceive any insurer, makes any claim for the proceeds of an insurance policy containing any false, incomplete or misleading information is guilty of a felony.

NOTICE TO PENNSYLVANIA APPLICANTS: Any person who knowingly and with the intent to defraud any Insurance Company or other person files an application for insurance or statement of claim containing any fact materially false information, or conceals for the purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime and subjects such person to criminal and civil penalties.

NOTICE TO TENNESSEE & VIRGINIA APPLICANTS: It is a crime to knowingly provide false, incomplete or misleading information to an Insurance Company for the purpose of defrauding the Company. Penalties include imprisonment, fines and denial of insurance benefits.

6.  Declaration and Certification
ALL APPLICANTS MUST COMPLETE THIS SECTION.

BY SIGNING THIS APPLICATION, THE APPLICANT WARRANTS TO THE INSURANCE COMPANY THAT ALL STATEMENTS MADE IN THIS APPLICATION INCLUDING ATTACHMENTS, ABOUT THE APPLICANT AND ITS OPERATIONS ARE TRUE AND COMPLETE, AND THAT NO MATERIAL FACTS HAVE BEEN MISSTATED IN THIS APPLICATION OR CONCEALED.  COMPLETION OF THIS FORM DOES NOT BIND COVERAGE.  THE APPLICANT’S ACCEPTANCE OF THE INSURANCE COMPANY’S QUOTATION IS REQUIRED BEFORE THE APPLICANT MAY BE BOUND AND A POLICY ISSUED.

Any person who knowingly and with intent to defraud any Insurance company or ANother person, files an application for insurance or statement of claim containing any materially false information, or conceals Information for the purpose of misleading, commits a fraudulent insurance act.  such an act is a crime and subjects such person to criminal and civil penalties.

THE APPLICANT AGREES TO COOPERATE WITH THE COMPANY IN IMPLEMENTING AN ONGOING PROGRAM OF LOSS-CONTROL AND WILL ALLOW THE COMPANY TO REVIEW AND MONITOR SUCH PROGRAMS THAT THE APPLICANT UNDERTAKES IN MANAGING ITS TECHNOLOGY EXPOSURES.

	Signature of Authorized Applicant:

____________________________________
	
	Signature of Broker/Agent:

____________________________________

	Print Name

____________________________________
	
	Print Name

____________________________________

	Title

____________________________________
	
	Date

____________________________________

	Date

____________________________________
	
	Signed by Licensed Resident Agent

____________________________________

(Where Required By Law)
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